
ABSTRACT
As the importance of smart mobile devices grows, organizations face the challenge of selecting appropriate devices such 
as smartphones, tablets, or smart glasses. The device selection can prevent physical and psychological risks associated 
with their subsequent use in the workplace. Organizations can avoid bad investments and proactively minimize risks 
by conducting a pre-purchase risk assessment. In the GBU-SmarD project, an analysis of 253 publications has provided 
scientific insight into the potential health and safety risks of working with smart mobile devices. In addition, eight focus 
groups with 20 tablet and 17 smart glasses users complemented the findings with practical experience from the field. This 
article presents 24 device selection criteria that will form the basis for the future development of a device selection tool 
for organizational use.
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1 Smart Mobile Devices in the Modern
 Workplace

The ongoing digitization and interconnectivity driven 
by information technology will fundamentally reshape 
the future of work. Smart mobile devices like tablets, 
smart glasses, and smartwatches are rapidly becom-
ing valuable tools for optimizing workflows across 
various industries (Dombrowski et al., 2019; Eller et 

al., 2020). These technologies provide instant access 
to work-related information and networked databases 
or machines (Binar et al., 2022; Chi et al., 2013; Lums-
den et al., 2015). Studies predict a continuous increase 
in the use of smart mobile devices in all industries in 
the coming years (e.g., Capgemini Research Institute, 
2018; Jacob, 2023). 

While smart mobile devices offer the potential 
to improve productivity and flexibility, they can also 
bring increased cybersecurity threats, concerns re-
garding privacy, and the necessity for ongoing training 
and support to ensure effective use. In addition, us-
ing smart mobile devices can pose increased physical 
and psychological risks to employees. Physical risks 
can result from prolonged screen exposure, which 
can lead to eye strain or headaches (Aggarwal et al., 
2022; Herzog & Beharic, 2020; Uttarwar et al., 2020). 
Additionally, suboptimal ergonomic working condi-
tions can cause musculoskeletal tension and pain (Lee 
et al., 2020; Odebiyi & Okafor, 2023). Psychological 
risks can involve work interruptions, blurred work-
life boundaries, multitasking requirements, heighted 
work intensity (Meyer et al, 2021), and impaired social 
interactions (Mushroor et al., 2020; Orhan et al., 2021). 
Both physical and psychological risks can impact well-
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